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Abstract—This paper studies the error linear complexity spectrum of binary sequences with period 2n . A precise categorization of those sequences having two distinct critical points in their
spectra, as well as an enumeration of these sequences, is given. An
upper bound on the maximum number of distinct critical points
that the spectrum of a sequence can have is proved, and a construction which yields a lower bound on this number is given. In the
process simpler proofs of some known results on the linear complexity and k -error linear complexity of sequences with period 2n
are provided.
Index Terms—Binary sequences, linear complexity.

I. INTRODUCTION

B

INARY sequences with good pseudorandomness and
complexity properties are widely used as keystreams in
cryptographic applications [11], [16]. Among the measures
commonly used to measure the complexity of a sequence is its
, defined to be the length of the shortest
linear complexity
linear feedback shift register that generates . Sequences of low
linear complexity are fully determined via a solution of
linear equations if
consecutive terms of the sequence
are known. Hence, high linear complexity is a prerequisite for
cryptographic applications. If a sequence has period , the
operations [10]
Berlekamp–Massey algorithm requires
to determine its linear complexity. If
, for
,
then the linear complexity is more efficiently computed via
[5].
the Games–Chan algorithm, which has complexity
Although the latter requires knowledge of the entire period,
and thus is not practical from a cryptographic point of view, it
reveals important properties that can be used in constructions of
sequences and arrays with certain window properties [3], [15].
Rueppel [16] introduced the notion of the linear complexity
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profile that describes how the linear complexity grows in terms
of the sequence length.
If a sequence has large linear complexity, and a small number
of changes to its terms greatly reduce its linear complexity, then
the resulting keystream is also cryptographically weak: knowledge of the first few bits allows the efficient generation of a sequence that closely approximates the original one. So the linear
complexity of a sequence should also remain high even if some
of its terms are altered. This observation led to the definition of
of a periodic sequence [18]
the -error linear complexity
that was first introduced in [1] and [2] as sphere complexity for
finite length sequences. The error linear complexity spectrum of
a periodic sequence indicates how linear complexity decreases
as the number of bits allowed to be modified per period increases [9]; the same notion was defined as -error linear complexity profile in [18]. We note that Niederreiter in [14] has given
an alternative definition of -error linear complexity profile: it is
defined there as a measure of how the linear complexity of a finite length sequence changes when considering an increasing
number of initial bits of but a fixed number of errors. An effor
ficient algorithm to compute, for fixed , the value of
binary sequences with period
was presented by Stamp
and Martin [18]. Lauder and Paterson [9] generalized this algorithm to compute the entire error linear complexity spectrum of
such sequences. A formula relating the minimum number of bits
that need to be altered in order to reduce the linear complexity
was given in [8]. In [17],
of a sequence to the value of
an algorithmic method was presented, based on the Lauder–Paterson algorithm, which computes the minimum number of bits,
as well as their positions, that should be modified in order to reduce the linear complexity below any given constant . Furthermore, exact formulas for the counting function and the expected
value for the 1-error linear complexity of -periodic binary sequences, as well as corresponding bounds for the expected value
, were given in [12].
for the -error linear complexity for
Generalization of these results to -periodic sequences over the
finite field , where is prime, was presented in [13]. The case
of -periodic binary sequences was studied in [6], whereas the
1-error linear complexity of binary sequences with period
was treated in [7].
In this paper, we study the error linear complexity spectrum
of sequences with period . This notion has not been extensively treated in the literature, apart from the algorithm given
in [9]. This is despite its natural interpretation as a complexity
measure and its intrinsic mathematical interest. In particular, we
prove some lower and upper bounds on the maximum number of
critical points in such a spectrum, these being the points where
the linear complexity actually decreases as increases. The
lower bounds arise from specific constructions for sequences
with large numbers of critical points. Additionally, we derive
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a new algorithm, based on the Games–Chan algorithm, which
computes sequences of a given linear complexity having the
minimum possible weight. We also prove that this is exactly the
set of sequences having two critical points, this being the minimum possible number of critical points in a nonzero sequence.
The paper is organized as follows. Section II introduces the
basic definitions. Section III focuses on sequences with two critical points, whereas Section IV provides constructions of sequences achieving controllable high number of critical points.
Concluding remarks are given in Section V.
II. PRELIMINARIES
be the finite field of two elements and let
Let
be a sequence of period
over , also given as the vector
of length . Any such sequence satisfies a
linear recurrence relation
(1)
, where
and represents the addition
of order
of is defined as the least
modulo 2. The linear complexity
for which (1) holds. In terms of a shift operator , defined as
, the linear recursion (1) takes the form

Hence, for the sake of completeness and methodology, we provide a short proof of its correctness.
of period
, the
Theorem 1: Given a sequence
.
Games–Chan algorithm finds the linear complexity of
Proof: Let
and assume
. Clearly,
. The Games–Chan algorithm terminates
when the final sequence consists only of ones. This relates to
, i.e.,
consecutive applithe equation
cations of
, but since
, we can
speed the process as done in the algorithm. Moreover, the algo, since whenever the
rithm only performs
.
two halves of the sequence are equal we have
For -periodic binary sequences, the following well-known
result holds [8].
Lemma 1: Let
be two binary sequences of period .
Then:
, then
;
• if
, then
.
• if
equals the minimum
The -error linear complexity
,
linear complexity of the sequences in
where the error vector is interpreted as a binary vector of
length equal to the length of . Kurosawa et al. proved the
following interesting result.
Theorem 2 [8]: Let be a binary sequence with period
. Then, the smallest
, for which
equals

where the addition is taken modulo 2. When applied on
the shift operator is defined by
the whole sequence
.
for
In this paper, we focus on binary sequences of period
. In the sequel, we write such sequences as
some integer
, where
correspond to the left and right halves of
, respectively. The all-zero sequence of length is denoted by
, or whenever its length is clear from the context. A similar
notation is used for the all-one sequence. The complemented
of is denoted by .
sequence
The linear complexity
of a binary sequence
of period
can be recursively computed by the Games–Chan
, then
;
algorithm as follows [5]: when
. We can describe
otherwise, we set
that algorithm in more details as follows. The input to the
. If
Games–Chan algorithm is a sequence of length
, the linear complexity of is computed recursively as
follows. Initially, set
and
. At a typical step of
,
the algorithm the left half of
, the
is added to the right half,
, of length
. If
result being a sequence
is replaced by
, and the linear com. If
plexity is left unchanged, i.e.,
is replaced by
, and
is replaced by
. The linear complexity of is given
by
. Note that we made a slight change in the
algorithm since we have started with a nonzero sequence.
The proof that the algorithm indeed finds the linear complexity of a sequence is relatively long and complicated [5].

where

denotes the Hamming weight of the integer .

The critical error linear complexity spectrum (CELCS) of the
sequence comprises the ordered set of points
satis, for
[9]; these are the points where
fying
a decrease occurs in the -error linear complexity, and are called
critical points (CPs). The CELCS of is denoted by
.
is a CP and is odd (resp., even), we say that it has odd
If
the number of CPs
(resp., even) parity, while we denote by
of sequence . An efficient algorithm for computing the CELCS
of is given in [9] and uses the notion of costed sequences. In
, referred to as a cost, is
this setting, a nonnegative integer
associated with each term of the sequence . Costs are used
in [9] to track to the number of bits affected in an original sequence when changing a bit of an intermediate sequence in the
Games–Chan algorithm. We define the total cost of adding some
error vector to as
(2)
and the -error linear complexity of the costed sequence as
. Clearly, if
for all
, then the above definition coincides with the
typical notion of -error linear complexity.
We say that is a critical error sequence of if
belongs to the CELCS of . Note
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due

Definition 1 [9]: Let be a costed sequence with period
. For
, set
and define
as follows:
the mappings
and
;
1)
2) if
, then
and
;
, then
when
, and
3) if
otherwise, while
.
The following lemma is an immediate consequence of a result
proved in [9].
Lemma 2: Let be a sequence of period
• has a critical point
has a critical point
if
;
where
has a critical point
•
only if
has a critical point
.

. Then:
, if and only
,
, if and
, where

Hence, the critical points of can be calculated from the critand the critical points of
. As a conseical points of
quence we have the following result [9, Lemma 5].
Corollary 1:

Corollary 1 allows to compute recursively the number of CPs
of the sequence , by also taking into account its associated
costs.
, each being either
For any sequence of mappings
or , we will denote
by
.
Finally, the following lemma which is very useful, throughout
our discussion, can be easily verified. It asserts that the cost of
depends on the bits of
.
the bits of
Lemma 3: If
for all
equals the right half of
where
if and only if

, then
, and
.

Hence, if the cost vector of is the all-ones vector, then the
is equal to
.
cost vector of
III. SEQUENCES WITH TWO CRITICAL POINTS
It is obvious that any nonzero binary sequence of period
has at least two CPs, namely,
and
. In this
section, we study sequences whose CELCP has exactly two CPs.
Lemma 4: A period
binary sequence has two CPs if and
only if is of minimum weight among all period
sequences
.
with linear complexity
Proof: By Lemma 1 if and are sequences for which
, then
. By definition, a sequence
has exactly two critical points if and only if the only critical error
sequence of is itself. Thus, has two CPs if and only if is
of minimum weight among all sequences with linear complexity
.

Lemma 5: Let
be a binary sequence with period
. Then,
if and only if has one of the following
forms:
, for some of period
and two CPs;
1)
, for some of period
and two CPs, and
2)
.
there is no such that
Proof:
, where
, then
and
1) If
, whereas
for all
;
, and
by
hence,
Corollary 1.
.
2) If has the second form, we have
. If
, then
For each
, and hence,
. Thus, by Corollary 1,
we have
.
The converse statement is proved by noting that there is no other
and
way of choosing such that
or
and
.
We next present an algorithm, which, for any
,
computes a minimum weight sequence of period
with linear
of sequences
complexity , as well as the total number
with these properties. The correctness of the algorithm is subsequently proved in Propositions 1, 2.
Proposition 1: The sequence found by Algorithm 1 is a
.
sequence of minimum weight with
Proof: Let us first recall the basic characteristics of
,
the Games–Chan algorithm. At the th step,
of the Games–Chan algorithm, the sequence considered has
, while its linear complexity is incremented
length
by
if its two halves are different. At the end
of the algorithm, the linear complexity is incremented by
only if the sequence is nonzero, in which case
. Let
.
, linear complexity ,
Let be the sequence of length
,
and weight that is obtained at the th step,
of Algorithm 1. We next prove by induction on that
and is the minimum possible weight. The initial
, and
.
conditions of the algorithm are
Assume that the claim is true for all integers less than ; to prove
that it also holds for , we distinguish the following two cases.
: the linear complexity is increased by in the
Case
Games–Chan algorithm, and therefore, the two halves of do
zeros before
to keep the
not coincide. Hence, we add
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TABLE I
EXECUTION OF ALGORITHM 1 FOR c

= 152 AND n = 8

weight minimal (see Lemma 5; note that
is of minimum
weight by the induction hypothesis).
: the linear complexity is not increased by
Case
in the Games–Chan algorithm, and therefore, the two halves of
are identical. Hence, the sequence
is doubled and so
. Suppose that there exists another
is the weight
of period
such that
sequence
and
. Since
by hypothesis, we get
, contradicting the minimality of
.
Proposition 2: The value output by Algorithm 1 is equal
to
, which is the number of sequences with period
and
linear complexity having minimum weight.
Proof: The claim follows from the proof of Proposition 1
and the following observations:
of length and weight ;
1) there exist one sequence
, i.e., the weight of is not increased compared
2) if
, then each of the
ones in
can be in either
to
of the two halves of , leading to an increase by a factor
of
in ;
, then there exists a one-to-one correspondence
3) if
between the set of sequences formed at the th step of the
algorithm and those formed at the previous step, i.e., is
unchanged.
An example of the execution of Algorithm 1 for
and
is given in Table I.
We are now in a position to give a simple and short proof of
Theorem 2.
Corollary 2: The weight of the sequence determined by
Algorithm 1 is
.
of length used in the alProof: The initial sequence
, the weight of
regorithm has weight . For every
, and is doubled if
. Hence,
mains unchanged if
, where
and
. By noting
that

we immediately derive that

.

Clearly, Corollary 2 yields another proof of Theorem 2 as an
immediate consequence from Lemma 1.
Theorem 3: Define

by

where
and
.
Then, the number of sequences with linear complexity with
.
two CPs is given by
Proof: Recall that by Lemma 4 a sequence has two
CPs if and only if is of minimum weight among all se. Let
be any integer
quences with linear complexity
. From the proof of Proposition 2, we desuch that
duce that at the end of the th step of Algorithm 1, we have
, where
and are the values of and , respectively, at the end of
the th step. From the initial conditions of Algorithm 1 and the
fact that
, we subsequently derive

where
assume that

for all
, so that

. Now,
, where
. Hence, we have

and the claim of the corollary follows.
IV. SEQUENCES WITH MANY CPS
In this section, we study the number of critical points that
may occur in the CELCP of a sequence. Let
denote the
maximum number of CPs that a sequence of period can have.
We first derive an upper bound on
and determine the weight
of a sequence that might attain this bound.
Theorem 4: Let be a sequence with period . Then,
for all
; moreover, if
, then
.
Proof: Note that all CPs of a sequence with odd (resp.,
even) weight, have odd (resp., even) parity, the only exception
. Therefore, sequences of weight
being the point
, or less than
, have at most
, and
CPs, respectively. Moreover, for all
, any sequence of
weight
or
admits the CP
or
, respectively; hence, there could be at
CPs with complexities greater than , and one
most
CP with linear complexity less than (for a total number of at
most
CPs). Thus, any sequence of period
satisfies
, and if
, then
.
Computer search shows that the upper bound
is attained for
. However, it remains an open problem
whether this bound can be attained for
; we have found
sequences of period with 31 CPs, but not more (see Table II).
We would like to remark that there are sequences of period
with the maximum number of
CPs, but values of
different from
.
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TABLE II
SEQUENCES WITH MAXIMUM CPS IN HEXADECIMAL REPRESENTATION

TABLE III
NUMBER OF SEQUENCES OF PERIOD DIVIDING 2 WITH
A GIVEN NUMBER OF CRITICAL POINTS

Next, we provide a construction for sequences with a rela.
tively large number of CPs, resulting in lower bounds for
For this purpose, we first prove the following lemma.
Lemma 6: Let be a binary sequence (costed or not) with
period . Then,
.
with the same costs
Proof: By definition
and
with the same costs for
for
and
. The claim follows now by induction on and
Corollary 1.
In the sequel, we denote by
the sequence which is costed
according to the rule
. If a sequence is not explicitly
for all
.
costed, then we assume that
Theorem 5: Let
, such that
and

implies that
. Let

, be a sequence of period
. Suppose

be a sequence with period
, where and have length
. Then, we have
and
, and
satisfies the same requirement on the left and right halves as
does.
Proof: By definition, we have that
and
. Therefore,
, and
satisfying
. If we
and
proceed one step further, we have that
. By Lemma 6,
(since
and
). Hence, by
and
.
using Corollary 1, we have
Let us consider now the costed sequence

where costs are calculated by Definition 1 and Lemma 3. To
using Corollary 1, we
determine the number of CPs of
need to study the sequences
and
. First, note that
, while
and hence
.
and hence
,
which implies
by Corollary 1. Now,
, where
if
and
if
. To compute the exact value of , we need to consider
the following three cases.
, then
, and hence,
, and
1) If
.
, then
, and
.
2) If
and
, then
, and
.
3) If
Now, consider the sequence
.

1) If

, then

, and

, and hence,

.
2) If

, then
. Hence,

and
.

and
.
, where
whenever
, and hence
, which implies
by Corol, it follows that
.
lary 1. Since
,
Finally, writing
implies that
, and hence,
we clearly have that
satisfies the same requirement concerning the left and right
halves as .
Therefore,

The sequences
of period
and
from Table II sat, and
isfy
. They also satisfy the requirement of Theorem
5 concerning the left and the right halves. Hence, by applying
Theorem 5 iteratively, we obtain the following lower bounds on
.
Corollary 3: For odd
, and for even

, we have
, we have

.

In [4], we present further bounds by using similar methods,
but these bounds given in the next theorem do not yield an
asymptotic improvement.
Theorem 6: For even
. For
and for
.

, we have
, we have
, we have

V. CONCLUSION
In this paper, we studied the numbers of CPs in the error linear
complexity spectra of sequences with period . We fully characterized sequences having the minimum number of two CPs
in terms of weight and linear complexity. We also gave an efficient algorithm which leads to a closed formula enumerating
this class. We derived an upper bound on the maximum number
of CPs that a sequence of period may possess and a construction showing how to build sequences with many CPs.
In the process, we have simplified considerably some proofs
of known results concerning linear complexity.
The research in this paper opens many directions for further
research. In Table III, we present the distribution of sequences
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of period dividing
according to their number of CPs.
It is not difficult to show why each class is large, since many
operations like certain types of bit exchanges, reversing, etc.,
preserve the number of CPs. However, the exact numbers appearing in this table largely remain to be explained. The main
open problem is whether there exists a sequence of period
with
critical points for each
.
REFERENCES
[1] C. Ding, “Lower bounds on the weight complexity of cascaded binary
sequences,” in Lecture Notes in Computer Science. Berlin, Germany:
Springer-Verlag, 1990, vol. 453, pp. 39–43.
[2] C. Ding, G. Xiao, and W. Shan, “The stability theory of stream
ciphers,” in Lecture Notes in Computer Science. Berlin, Germany:
Springer-Verlag, 1991.
[3] T. Etzion, “Constructions for perfect maps and pseudo-random arrays,”
IEEE Trans. Inf. Theory, vol. IT-34, no. 5, pp. 1308–1316, Sep. 1988.
[4] T. Etzion, N. Kalouptsidis, N. Kolokotronis, K. Limniotis, and K. G.
Paterson, “On the error linear complexity profiles of binary sequences
of period 2 ,” in Proc. Int. Symp. Inf. Theory, Jul. 2008, pp. 2400–2404.
[5] R. A. Games and A. H. Chan, “A fast algorithm for determining the
complexity of a binary sequence with period 2 ,” IEEE Trans. Inf.
Theory, vol. IT-29, no. 1, pp. 144–146, Jan. 1983.
[6] Y. K. Han, J.-H. Chung, and K. Yang, “On the k -error linear complexity
of p -periodic binary sequences,” IEEE Trans. Inf. Theory, vol. 53, no.
6, pp. 2297–2304, Jun. 2007.
[7] N. Kolokotronis, P. Rizomiliotis, and N. Kalouptsidis, “Minimum
linear span approximation of binary sequences,” IEEE Trans. Inf.
Theory, vol. 48, no. 10, pp. 2758–2764, Oct. 2002.
[8] K. Kurosawa, F. Sato, T. Sakata, and W. Kishimoto, “A relationship
between linear complexity and k -error linear complexity,” IEEE Trans.
Inf. Theory, vol. 46, no. 2, pp. 694–698, Mar. 2000.
[9] A. G. B. Lauder and K. G. Paterson, “Computing the error linear complexity spectrum of a binary sequence with period 2 ,” IEEE Trans.
Inf. Theory, vol. 49, no. 1, pp. 273–281, Jan. 2003.
[10] J. L. Massey, “Shift register synthesis and BCH decoding,” IEEE Trans.
Inf. Theory, vol. IT-15, no. 1, pp. 122–127, Jan. 1969.
[11] A. J. Menezes, P. C. Van Oorschot, and S. A. Vanstone, Handbook of
Applied Cryptography. Boca Raton, FL: CRC Press, 1996.
[12] W. Meidl, “On the stability of 2 -periodic binary sequences,” IEEE
Trans. Inf. Theory, vol. 51, no. 3, pp. 1151–1155, Mar. 2005.
[13] W. Meidl and A. Venkateswarlu, “Remarks on the k -error linear complexity of p -periodic sequences,” Des. Codes Cryptogr., vol. 42, no.
2, pp. 181–193, 2007.
[14] H. Niederreiter, “Some computable complexity measures for binary
sequences,” in Sequences and Their Applications—Proc. SETA98, C.
Ding, T. Helleseth, and H. Niederreiter, Eds., Berlin, Germany, 1999,
pp. 67–78, Springer-Verlag.
[15] K. G. Paterson, “Perfect maps,” IEEE Trans. Inf. Theory, vol. 40, no.
3, pp. 743–753, May 1994.
[16] R. A. Rueppel, Analysis and Design of Stream Ciphers. Berlin, Germany: Springer-Verlang, 1986.
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